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Agenda

2

General description of what 
synthetic data is and general use 
cases1Introduction to Synthesis

2 An examination of privacy risks and 
the utility of synthetic dataPrivacy and Utility

3 A brief look at methods for the 
generation of synthetic dataMethods
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Synthetic Data Uses
• Data Sharing and Data Access
• AI and data science projects

• Software testing

• Proof of concept and technology evaluations

• Open data/open science

• Hackathons and data competitions/challenges

• Data Amplification and Data Augmentation
• Amplifying small datasets

• Correct bias
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The Synthesis Process
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Data Simulator
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Allows generation of synthetic data without direct 

access to real data
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Simulator Exchange
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Data Consumers
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Two Synthesis Strategies

7

Partial Synthesis 
Synthesize 

quasi-identifiers

Synthesis

Full Synthesis 
Synthesize all 

variables

Synthesis
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Identifiability Spectrum
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Privacy Risks
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Dataset Fully Synthetic Data Original Data

Washington Hospital 
Data

0.0197 0.098

Canadian COVID Data 0.0086 0.034

A commonly used risk threshold = 0.09
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Privacy-Utility Tradeoff
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Distribution Comparisons
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Mortality Over Time
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Mortality By Age
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Utility Framework
• An important concern of data 

users is the data utility
• Utility has multiple dimensions to it
• Synthetic data may be optimized 

on multiple utility dimensions 
simultaneously to meet the needs 
of multiple users, or on single 
dimensions to address the needs 
of limited users
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Risk-based Approach

15



(c) Copyright 2019-2021 Replica Analytics Ltd.

Risk-based Approach
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• Generalization
• Suppression
• Addition of noise
• Microaggregation
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Risk-based Approach

17

• Security controls
• Privacy controls
• Contractual controls
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The Erosion of Trust
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Skill Set
• The skills needed to create 

de-personalized datasets 
are very specialized, take 
time to develop, and 
generally difficult to find 
cost-effectively

• This limits the ability to scale
• Synthesis requires minimal 

skills in practice – it is a 
computationally intensive 
process
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Regulatory Questions
• Is synthetic data considered non-identifiable 

information ?
• Does the act of converting identifiable information into 

non-identifiable synthetic information require 
additional consent or authorization ?

• Can a data custodian outsource the creation of 
synthetic data ?

• Can synthetic data be used for any purpose ?
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Sequential Synthesis
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Variational Auto Encoder (VAE)
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Generative Adversarial Network (GAN)
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TOOLBOX OF TECHNIQUES
cc: tunnelarmr - https://www.flickr.com/photos/27311060@N00



QUESTIONS
cc: an untrained eye - https://www.flickr.com/photos/26312642@N00
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